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Planning for disruptions and
learning from crises

Badri Guragain, CEO, National Cooperative Bank Nepal
Mark Worthington, CEO, Australian Mutual Bank

Asian Credit Union Forum, Bangkok, Thailand, 30 August 2022

AUSTRALIAN
MUTUAL BANK

THE ETHICAL ALTERNATIVE



Member service continuity \\%

What should credit unions do to be prepared to
continue operations and the provision of member
service, in the face of any crisis?

MUTUAL BANK
TTTTTTTTTTTTTTTTTTTTT



Not just disaster recovery \\*‘V

e Upto 1980s — paper documents, passbooks,
fireproof safes, battle boxes

e Late 1980s — disaster recovery, off-site backups,
data restoration after loss or malfunction

e Mid 1990s — business continuity, consider all
critical business functions, scenario plan for
disruptions

* From 2010s — information security
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Examples of crises

2001
2004
2005
2015
2020
202X

9/11 Terrorist attack
Indian Ocean tsunami
Hurricane Katrina
Nepal earthquake
Covid-19 pandemic
Cybersecurity breach?
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9/11 2001 Municipal Cre

dit Union
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9/11 2001 Municipal Credit Union \\*‘7

Located near World Trade Centre & 300,000 members
All IT systems failed

No fixed communications to ATM network

Provided offline ATM withdrawal capacity

Desperate members overdrew accounts by $15m

What could they have done differently?
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2004 tsunami — Sri Lanka \\“F

100’s of CUs partially damaged or completely destroyed
Most used paper based records — few computerized

All records lost, asked members to present passbooks
False claims of large deposits and smaller loans

Lost safes, cash, furniture

How could CUs have been better prepared?
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2005 Hurricane Katrina
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2005 Hurricane Katrina \\*‘V

1,800 fatalities — 80% of New Orleans flooded for weeks
CU employees affected, lost homes, no transport

68 credit unions non-operational for more than two
weeks

Branch sharing by 21 CUs provided member access

What could CUs have done differently?
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2015 Nepal earthquake
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2015 Nepal earthquake =

9,000 lives lost, 600,000 buildings damaged
Many Saccos damaged or destroyed
Equipment, hardware, software, stationery lost

How could CUs have been better prepared?
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2020 Covid-19 pandemic
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2020 Covid-19 pandemic >

Members and employees affected, how to reduce
infections, less people on-site — more WFH, travel
restrictions, how to maintain critical business functions,
members affected, access to savings, loan repayments

What was the best thing you did to ensure your CU
continued operating when Covid started?
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Covid-19 pandemic learnings S

Employee health and welfare (hygiene, absenteeism,
training), people risk especially key persons

Work from home where acceptable communications
and data security in place

Pool resources with other CUs (branches,
employees)

Technology, call forwarding, video conferencing
Employee delegations, succession planning
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Covid-19 pandemic learnings S

e Members —industry & community concentrations,
capacity to repay loans, age profile, digital literacy

e Suppliers — can they continue to operate?(i.e. MCU
backup data site)

 Transition from cash to digital payments

 Regulators will be understanding though they want
to see evidence of operational resilience
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Cybersecurity
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Cybersecurity \\%

Only a matter of time before a cybersecurity event is

the next crisis
Phishing is the number one way to penetrate a network

Does anyone have fist hand experience with data
security or privacy breach?

MUTUAL BANK
TTTTTTTTTTTTTTTTTTTTT



Cybersecurity \\*‘V

Aug 2021 a 55,000 member $620m US credit union said
they were “experiencing technical difficulties”.

They actually had a Lockbit 2.0 ransomware attack

Data stolen, systems frozen, ransom demanded

Another US CU phishing email exposed member data
ransomed on threat of data sale
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Cybersecurity \\*‘V

Risks are loss of data, loss of funds, loss of reputation
Consequential reputation risk to other credit unions

Learnings are to be vigilant, conduct phishing tests,
prevent USB connection to network attached PCs, keep
system updates current, use antivirus software and
keep it up to date
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What keeps you awake at night? S

What one concern do you have over the resilience of
your credit union?
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The next catastrophe
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From The Economist \\%

A minute to midnight — pictures on the wall...
Swine flu
Volcanic eruption
Climate change
Asteroid impact
Another pandemic
Nuclear war
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How to be disruption resilient \\*‘V

* Planning and critical risk scenario analysis

e Early warning system (monitoring and reporting)

 Financial soundness — reserves, economies,
profitability

* People — health, skills, flexible working, key persons,
positive corporate culture

* |T systems — security, backups, disaster recovery
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Disruption resilience \\%

* Critical business functions — identify them, be
prepared to respond to breakdowns/failures

e Suppliers — monitor outsourcing performance and
availability of alternatives

* Premises — can your CU operate virtually?

e Have a ‘Plan B’
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Be prepared!

- = AUSTRALIAN
UUUUUUUUUU

TTTTTTTTTTTTTTTTTTTTT



